éhﬁEE%EEME

Mobile Application Security Alliance

TENEA App EXIREZ G

[ %K - FREIERERAER—BILER |




oia 4 éﬂﬂ%ﬁﬁﬁﬁ‘ﬁ%"%

V Mobile Application Security Allian

Hin= | BEERAER
SZEEGIEFEHEREEEESR
SERWEISR , B

it
o
(il

e | MORIEZEE ) (ER T FEARE . - e
EEMAZINS RN —BEER




NqﬁﬂﬁﬁﬁEWE

V Mobile Application Security Alliance

i it [E]

= | BERAR - 1€ "R, B "AL, AHEBREE

AERRAEENRAIEE - RRASHEES - REZEZNAIEHTILER,

—oE —:@EIoO LU=

—BIpiRiE i E

| e B S SR B AR AR S EapRE

3ITiE "EEMEFE, EEA 18 "RAEBENS R . BhEEN BE 'EREEE, A
FIEZEE « 2548 - 2ZEEMBEE Security by Design - HE5R&0{E /5 38 2= HlIRS wRlIEE - B R R iR Checklist

aaiz ol € TIMNERARAN . — B TRASRBISMR . DIEEMNEBEZF App iR EanBH




Mobile Application Security Alliance

ghﬁﬁmmﬁamﬁ

:
I
AT

SHEE ? BITE?

e T

BB B R HE
o
11 &

5

3l

CEAlI App B A ERE

%I_

NERFIEL R

\

AR%E 1 AR SR UIRAE AR R BN 5K BB BT Checklist & 18 5 38 RFS VR RS AHE SR
FEREINMER - AR ZEZG RN ZLR/RERIRENCRFRXEE RIS — R ERE

AN




ghﬁﬁmmﬁamﬁ

Mobile Application Security Alliance

BB ERE ||

33 33 | 43

EA 3 HiE
ZILBE | ZILEE I ZILEE
e : g[@
> - @

TRLEBHR=RBEMAESE & TRODEM App EAEZRIEE AFERZSE

BABNINERSY  BEBEENSES OB ERE  BEURREOA/ZOKE RIE . /REERBLERZENNZE
R BERPBEIAENSZRE - MHIER  RIEGREERNFERERS - B ERER  ARRFABRBEER -

HEHRREZTACRARZREE




mmﬁﬁﬁmﬁﬁwﬁ

V Mobile Application Security Alliance

rn: 1 I TEE R R B

e Applicaticn Security Atiance

A5 343% « Rpy 1164%

PART 1
L E ,. % R 2;“’2%

/~AI UEET*ﬁ 5 B)\j

) R TRERIR . RETES PO @

L1783 . L2#623% L3#8063%

M r 1;/\ /ﬁJ
AR/
L1 L2 L3
EE':?‘%?;&H%?}:%& ' L1AES
Brpe .

5 IR BApp it A;
1507”# LL&LI*WS"‘HSHS. . L 231 (151
41.3%) ~ L3X8064 (15153, 59 e




o3 (T8N E A B R

< V Mobile Application Security Alliance
BN
ZIDERE it THRENREl B TERER

O =4 : FEA BRI Q B4 . ELEB (Shift Left)

PSRBT ZREREWA - DR Z2REZERE » e A8 R B AN AT SKIR1E & - 1R 5205 RRENYIE EXR A
RRBER  SRNEXHELES - BINFEZERAX - R A e R R - ERERFABISHE -




o3 (T8N E A B R

: V Mobile Application Security Alliance

RAlEE D FASE

ey AIER App &

L1

MAEHAEAS D &R

ABEEA

Bl FEZEINEE

L3
SEXH1TH
BEE AR -
BIR~M NEFR S

IHYR Al ?

L2
AERES 7R
BHEEAINEE - W0RSE
245 - OTP REVHEE

F

SEEHFEX (EH)
HEZZERSAPP
o RFBKEES SR

I
=
I
=



o3 (T8N E A B R

: V Mobile Application Security Alliance
A EERERIR |
L1 : #1I App

AZE - HREERNERE—ARERIE

EANEMZE EBZE .
& PERIANFINZBURKIEE R ¢ BEEhaE=sBm B 2|
TEIRESERKESHERZAR & ERS|IHZE—FRAELZEMN

& HARNUAETHR/ RERS

BURK B R AE - e L .
KB EEE 48 Injection WE

& VWERISRIRIIRHIEE & N

¢ BEFABNBREALE VES A AR &8 0% Webview % :
& B ERNRAHAG RIERES & B RS EEB A E AR

EE1S (a2 =]=] 4>
T Y wim i (22 BB ERN)

& EREEEVNEHHEEZCAR %
¢ EEZEHERD (BXEHES )



ﬁhm@mmaamﬁ

V Mobile Application Security Alliance

R BLE B 3 E4E |
12 : £ L1 B L - s®{EB 7kl - %# - Session EIRZEFLERE /]

EXEhELE:
& REBVNH O EREK K BB EE (W Email ~ EE ~ HE)

BRI B RHRAE
& HABEVEERE - AR REEE B B IE
& R Ul 2B E R BR IR

BoiEhl - BEBESEEZE .
& FEUEAHBESEEE R - BIRES iR EERE RISl
& Session ID 7B%E 128 fiurt (B) KA L ~ #FR A HEHE L L3S



ﬁhm@mmaﬁmﬁ

V Mobile Application Security Alliance

A EE G EER

3: ZEEXSHBEE - BRHASRRERSHEH AR ZPhERE
PR (R
& HITRIE (BEREE/EHE) UABEERENMBXER ke
Qs (RIENE 2 NBR R RE
¢ EEEETEET IS AT SETREER ; X App PIRERTA
TEERER
& LGBHREDTREES App ZHEMEEH

a RBEREERZE .
& FEXEENRSEN  WIRHEHBERXSHS | KU INEE BB A
& XSFIBEBETANZENER (W0 OTP « M%)
¢ ERMEXRSHEATE | BRERXSAENTES  EHEHNER
HUB TR % 2 I8E



ﬁhm@mmaamﬁ

V Mobile Application Security Alliance

A BEEREER IV

. FEPAHFER IR - ERE(EEE -
BRI T -
& REZUE (EH/BEETEE)
2 R R T B A
a FIEE BRI -
& IHIEETES) § EFTHR
e EAERER
* THERGEHECHENTE
(EZFBIB 90 F)
HERIRE

& FEATBEBEMN © BRiE KER

i 7 IR 2 4 /R RE & I

- 1R BEER

IRIR B S A B IR AR I 2R

g Re DT R E e g

& BERARFEZE AR
BoARIERTT

& EEBUZENEREEET  BHEZ
KRR BRIR

& BEHNTREEERERS:  KEd
FRY USB HiEf= T

& 2 AR A W 7B 8 Debug
Mode 55 & 5% 4 B

I &5



ﬁhm@mmaﬁmﬁ

L7 wobile Applcation Swcaty Allance
= ES T ESP
B . £¥% Binary code #1T# @ T - ERERBEMLI 2

:I:H_i-

© ERZTHEUEMHE? EREAREHLE ?

® 1R App R EME - ERWEERRBADEZER - SiRER Debug &€
® &% APl Key ~ Token ~ MR @ LAEERS - BEERIEEREIVET

® NMSIAZE=HRINEMAK  [CHEEFE R ZERMAE (CVE)



o3 1T B P E R e

V Mobile Application Security Alliance

ERERAFE I
PR  ERERWMAESEFIE - R App WEETTR

\

@O EREEHXSUEMHE ? EEARAWLE ?
o

MEFRAERREFAANTHEEEX=RE BRI H=F - HiF
RENEERBISENERIING

o EXNEZEEZTERALENMEBEALAEFREFNERT - LIREFBAK
i ) iﬁ@%ﬂ%&ﬁfﬂaaﬂﬁl%ﬂﬁﬁi

o EXELXEWEEAEWMALIILER - &t HE A bE AEeZ28UEA
WE - ERBRIFARTRHEREFTR



o3 (T ENE Pl 2R ea

B/ Mobile Application Security Alliance

- .
Ll B (=]

A5 343% « Rpy 1164%

PART 2

’ A ‘ ‘ :.ﬂ; " B R B A App 3t
\ 4| = 1241 XM R ALt

Sl EEFR 3@ R & R IR IR P22 2 UK AT ites Lokooss

PLIBEAGE EBRER > 15
RER 15
BZITHRMBRT, o

@.ﬁﬁi!\ppgmrﬂ'ﬁffﬁﬂl
1788 (1545
41.3%) ~ L3:‘%5061’F({5LL.’>3.5%7

B Appitst
© L23623¢% (151




ghﬁ@ﬁmgﬁmﬁ

Mobile Application Security Alllance

AE1BZEH | - Hardcoded Secrets

1% Key 2k Token EERIERIEN B R ERE T

X FEEERE
FSABRKLE  BEEAEEUREZEREINUFSEEHLASSMERE sl APl Key FHEER
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ApiConfig.java
ApiConfig {

String AWS_SECRET_KEY =
"AKIATIQOSFODNN7EXAMPLE";

String API_SECRET = APIConfig.swift
"sk_live_51HcO9F2eZvKYL0o2CO";

} APIConfig {

X Android awsSecretKey = "AKIAIOSFODNN7EXAMPLE"
apiSecret = "sk_live_51Hc9F2eZvKYLo2CQ"
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WHEIREHBINS EAZE , EREREEARH - R4S Android Keystore /i0S Keychain & ZZ f# 7%l

N

KeyProvider. java

KeyGenParameterSpec spec =

KeyGenParameterSpec.Builder(
"secret_key_alias",
KeyProperties.PURPOSE_ENCRYPT |
KeyProperties,PURPOSE_DECRYPT)
.setBlockModes(KeyProperties.BLOCK_MODE_GCM)

.setEncryptionPaddings(KeyProperties.ENCRYPTION_PADDING_NONE

.build(Q);

KeyGenerator keyGenerator = KeyGenerator.getInstance(
KeyProperties.KEY_ALGORITHM_AES, "AndroidKeyStore");

keyGenerator.init(spec);

KeychainStore.swift

query: [String: Any] = [

kSecAttrAccount String: "aws_secret_key",
kSecValueData String: secretData,
kSecAttrAccessible String:

S tK tKey = keyG tor. teK ; . . .
ECretiey secretiey eyGenerator..generatekey() kSecAttrAccessibleWhenUnlockedThisDeviceOnly

8 . ]
X Android
SecItemAdd(query CFDictionary,

kSecClass String: kSecClassGenericPassword,

X108
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ProfileActivity.java

SharedPreferences prefs = getSharedPreferences("user_data",
MODE_PRIVATE);
prefs.edit()

.putString("user_id_card", "A123456789")

.applyQ);

ProfileStore.swift

X Android

UserDefaults.standard.set("A123456789",
"user_id_card™)
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BRI ERAMNBR T o FRAM - IWHkA AES-128 LA _E3k ChaCha20 FNI&EEEA

SecurePrefs. java

MasterKey masterKey = MasterKey,Builder(context)
.setKeyScheme(MasterKey . KeyScheme . AES256_GCM)
buildQ);
SharedPreferences prefs =
EncryptedSharedPreferences. create(
context, "secret_user_prefs", masterKey,
EncryptedSharedPreferences.PrefKeyEncryptionScheme.AES256_SI
EncryptedSharedPreferences.PrefValueEncryptionScheme.AES256_]
prefs.edit().putString("user_id_card", idCard).applyQ;

X Android

SecureStore.swift

CryptoKit
key = SymmetricKey( .bits256)
sedledBox = AES.GCM, seal(idCardData, key)
sealedBox.combined? .write( secureFileURL)
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X FEEERE
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AuthService. java

Log.d("AuthService", "User Token: "
user.getAccessToken());
Log.d("AuthService", "ID Card: " +
user.getIdCardNumber());

AuthService.swift

X Android

print("User Token: \(user.accessToken)")
print("ID Card: \(user.idCardNumber)™)
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v Rk
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® proguard-rules.pro

-assumenosideeffects android.util.Log {

dC...);
v(...);

AuthService.swift

X Android
0OSLog
logger = Logger( "com.mybank.app",
"Auth")
logger .debug("User Token: \(user.accessToken, privacy:
.private)")
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HttpClientConfig. java

TrustManager[] trustAllCerts = TrustManager[]{
X509TrustManager() {
checkClientTrusted(X509Certificate[] c,
String a) {}
checkServerTrusted(X5@9Certificate[] c,

String a) {}
X509Certificate[] getAcceptedIssuers() {

; 1

X10S

@ Info.plist

<key>NSAppTransportSecurity</key>

< >
<key>NSAllowsArbitrarylLoads</key>

< />

</ >

X Android
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NetworkModule. java X108
SessionDelegate.swift

CertificatePinner certificatePinner =
CertificatePinner.Builder()
.add("api.mybank.com",

urlSession(_ session: URLSession, didReceive

challenge: URLAuthenticationChallenge,

completionHandler:
(URLSession.AuthChallengeDisposition, URLCredential?) ->

Void) {

"sha256/AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA=")
.buildQ);
OkHttpClient client = OkHttpClient.Builder()
.certificatePinner(certificatePinner)
buildQ);

trust =
challenge.protectionSpace.serverTrust,
isPinnedKeyMatching(trust) {
completionHandler(.cancelAuthenticationChallenge,

)

X Android
}
completionHandler(.useCredential, URLCredential(trust:

trust))
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SessionManager. kt

logout() {
prefs.edit().clear().apply()
startActivity(Intent( , LoginActivity::

SessionManager. swift

X Android
logout() {
KeychainService.remove( "jwt_token™)

navigateTolLogin()
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® SessionManager.kt

logout() {
apiService.revokeToken(currentToken) { success ->

X108

(success) { SessionManager.swift

prefs.edit().clear().apply(Q)
startActivity(Intent(
LoginActivity:: .java))

2

logout() {
apiClient.requestLogout( currentToken) { result

result {
.success:
KeychainService. remove( "jwt_token™)
.navigateTolLogin()
X Android .failure( error):

.showError(error)
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® TransferActivity.kt

confirmButton. filterTouchesWhenObscured =

onTouchEvent(event: MotionEvent): Boolean {
(event.flags MotionEvent.FLAG_WINDOW_IS_OBSCURED != @)

super .onTouchEvent(event)
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® activity_verify.xml

android:id="@+id/idCardInput"
android:inputType="text" />

X Android XJO2

VerifyViewController.swift

textField.autocorrectionType = .

Al123456789 Al1Z23456780

Q w E R T Y u 1 o
A =3 [n} F G H J B L

Z x c W B M M

=]
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N}
dl

® activity_verify.xml

android:id="@+id/idCardInput"
android:inputType="textVisiblePassword|textNoSuggestions"

/>

X10S
X Android
VerifyViewController.swift

textField.autocorrectionType
textField.1isSecureTextEntry =
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WEE AT B BEAR - App REHEEAMEIEE - BT RBIRRAEE v
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FhEEd R
SvERE AR I IMA B RERE - H—ERASEEE D (Prepared Statement)

UserDao. java

Cursor cursor = db.rawQuery(
"SELECT * FROM users WHERE account = 7",
String[]{ inputAccount }

UserDao.swift

X Android

guery = "SELECT * FROM users WHERE account = ?"
sqlite3_prepare_vZ2(db, query, -1, &statement, D
sqlite3_bind_text(statement, 1, inputAccount, -1,
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RREIN0 1 FRERS B 4k 2 Fh7E ( Android Keystore / iOS Keychain )
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2 L1E4RTS (Hardcoded)
Q I SREE - BRAEEN - APl Key Sifhi& BB B EER

SR E RN INE S A

X5 A SharedPreferences (Android) gk UserDefaults (i0S) &
FcEREZHEERNSENZE -

EflERZE
fEs% SQLite / CoreData B E RIS KA SQLCipher FINE#
fll - BERBERTFHRIFFEATIRER - D
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J

7R 78 B R
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Q TR NSRRI 7 EE - Android BUFE FLAG_SECURE - i0OS 1

App EEE SR HES N EHEE - y

[57 ) F 58 1R B B T
W AEWH - B o FHEBEUR =
textNoSuggestions(Android) 3k EPRA autocorrectionType(iOS) -

st EENE
ERSMBEREIDEER (NMEKR - KE ) S BUH
filterTouchesWhenObscured = true (Android) - FiLEREEE © )
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Z 470 B 3% R B B AR TR

AL = (Android) A

Q w8 YA JofE (Activity ~ Service - Receiver ~ Provider ) - BRIE
wnE - Gl android:exported a7 false - W E#ERZEE -
~

#B) Debug B
&% Release Build #FFEEIS
NSLog) & E2# ProGuard S 4R:E:8 T B E 7B -

FRENR Log (W Log.d, print,

EAPAFREG T,
w8 AndroidManifest.xml 5PRY android:debuggable 7

G5 false -

J
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