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isRememberMe.toggle()
checkbox.isSelected = 1sRememberMe
prefs.set{isRememberMe, forKey: "rememberMe")

let pcdKey = "pcd®

if isRememberMe {
[ 7) T . ([FRCERPRRETS
let trimmed = currentTrimmedPCD()
let upperPCD = trimmed.uppercased()
guard 'upperPCD.1isEmpty else {
prefs.removelbject(forKey: pcdKey)
prefs.synchronize()
return
¥
let encrypted = encryptText{upperPCD)
prefs.set{encrypted, forKey: pcdKey)
pcdBuffer.overwrite(with: upperPCD)
updateTextFieldWithMaskedPCD( )
+ else {
prefs.remove0Object({forKey: pcdKey)

prefs.synchronize()
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{EF FWEncryptorAES 3 Base64(AES) 108 PCD (BIAEEBEINE)

func encryptText(_ pcd: String, upText: Bool = true) =-> String {
let key = FWEncryptorAES.getOrCreateKey()
let iv = Datal)
let upper = upText ? pecd.uppercased() : pecd

if let encrypted = FWEncryptorAES.encryptStr(toBasessd: upper, key: key, 1v: iv) {
return encrypted

}
{/ fallback : EEXEEFELESEHE

return upper
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RC4 ~ MD5 ~ SHA-1

3. 18X ECDHE » 3& PFS

4 BEETK RSA 2048 o ECC P-256 LA F > HP]{51F CA 5%
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private static func aesGemEncrypt(_ plain: Data, key: Data) throws -> Data {
let symmetrickey = SymmetricKey({data: normalizekKey{key))
let sealed = try AES.GCM.seal(plain, using: symmetricKey)
guard let combined = sealed.combined else {
throw NSError({domain: "FWEncryptorAES", code: -1,
userInfo: [NSLocalizedDescriptionKey: "AES.GCM combined output missing"])
}

return combined

private static func aesGemDecrypt(_ combined: Data, key: Data) throws -> Data {
let symmetrickey = SymmetricKey({data: normalizekey{key))
let sealedBox = try AES.GCM.SealedBox(combined: combined)
return try AES.GCM.open(sealedBox, using: symmetricKey)

I T V4.0 4.1.2.4.1 | MASTG V1.7.0
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func webView(_ webView: WKWebView,
didReceive challenge: URLAuthenticationChallenge,
completionHandler: Rescaping (URLSession.AuthChallengeDisposition, URLCredential?) =-> Veoid) {
let host = challenge.protectionSpace.host
let method = challenge.protectionSpace.authenticationMethod
Dlog(" @ challenge host=\(host), method=\(method)")

Dlog("web end -—- \(Date().timeIntervalSincel978)")
guard UATServerTrustEvaluator.canHandle(challenge),
let trust = challenge.protectionSpace.serverTrust else {

Dlog("@ challenge default handling for host=\(host)")

completionHandler(.performbefaultHandling, nil)
return

if UATServerTrustEvaluator.evaluate(challenge) {

Dlog("fd trust pass host=\(host)")

completionHandler(.useCredential, URLCredential({trust: trust))
} else {

Dlog("Y trust fail host=\(host)")
completionHandler(.cancelAuthenticationChallenge, nil)
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func loginSuccess(data:JSON) {
hasLoglin = true
token = datal["access_token"].stringValue
let expires_in = data["explres_in"].intValue
expiredDate = Date().addingTimeInterval(TimeInterval({expires_in))
Dlog("token \(token), explredDate =
\(expiredDate.dateAndTimeSectoString()})")

UserDefaults.standard.set("1", forKey: "hasLogin")
UserDefaults.standard.set(token, forKey: "token")

AE 1 v4.04.1.42.1 | 41.4.1.1-4.1.4.1.2



O3 T8N E R

SB7 Mobile Application Security Alliance

xZfl6 | E=FEHEE

V4.0 | 4.1.5.3.1

KTV ERE B 0 BEYEERA
«CVE H CVSSVv3.0 27 (RAARTS
SHE RESFR TN EXTE - RRZANEHR

BRMUE RS E(E SRR,
ERE=HEM > BERADANLE BRI NEYT

WEREHRANEHEETNER » BRREARR  AFHAMBEZERETMEER
(R SV

k35 1 V4.0 4.1.5.3.1



O3 T8N E R

SB7 Mobile Application Security Alliance

Zhl6 | BE=REHEE

pod 'SwiftyJSON', '~> 4.0°'

pod 'Alamofire', '~> 4.7

pod 'AlamofireImage'’

pod 'Kingfisher', '~> 4.8.1'
pod 'iProgressHuUD', '~> 1.1.1'
pod 'Lightbox'’

pod 'SwiftAlertView', '~> 1.3.0°
pod 'VersaPlayer'

pod 'FMDB’

pod 'Firebase/Core’

pod 'Firebase/Messaging'’

pod 'FSPagerView'

pod 'Parchment', '~> 3.2'

pod 'CryptoSwift’

pod 'ProgressHUD’

pod 'Charts’
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androidx.appcompat:appcompat: 1.3.0-alpha01 Android fHFEEMF | Rl ST

com.android.support:design:28.0.0 Android UIEMF  |FFEE 5

com.google.android. gms:play-services-maps:17.0.0 g;?; Google A o T

com.google.code.gson:gson:2.8.6 fjﬂglmﬁ?r FrEE R
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BWREN [BCAMNY) MkE——EHEREM App s ERINTETA » B
buse MBI
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func analyzeDeepLinkURL(Str str:String) {
if isInVIPVerify, vipVC != nil {
//showAlert(vipVC, title: "", msg: str)
'
Dlog("analyzeDeepLinkURL str = \(str)")
if str.hasPrefix("dpapp://mydataAuth®) {
if isInVIPVerify, vipVC != nil {
let ary = str.components(separatedBy: "mydataAuth/")

if ary.count == 2 {
if ary[1] == "success" {
vipVC.goFinishVC()
} else {
vipVC.showFailStr(str: "MyDataiZiEEARAIN")
}
¥
}
return

k¥5 1 V4.0 4.1.5.4.1-4.1.5.4.2
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V4.0 | 4.2.2.1.2

- WebView EFREARAIEERLABRA
« JEL 2 ZBTERY Injection Flaws f&iH
- EEECBERAERE ST X

-

B0 BRESEFERE,
WebView [EHREREHRENT local ImEEER » EEFXEHEEMF cache

= 7BLA JavaScript 7 WebView £2 App EIEEE! » [ERFHESEE » EXNEE
{58 o

SR ERIHUAINAEIR App |t FEUE G /&R @ BB TG ST » Vi LLHE
AW o

kg 1 v4.04.2.2.1.2
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private func performLogoutAndResetWebSession() {
isAuthenticated = false
SensitiveStore.appToken = nil
AppDelegate.shared().jwt = "
prefs.synchronize()
applIdBuffer.clear()

// 2) Stop the current webView and detach delegates/handlers
tearDownCurrentWebView()

// 3) Fully reset WebKit session (cookies/cache/storage) + process pool, then rebuild webView
clearAllWebData { [weak self] in
guard let self = self else { return }
DispatchQueue.main.async {
self.clearURLSessionCacheAndCookies()
self.removelLegacyCacheDBFiles()

// New process pool new web content process (prevents stale session state)
self.webProcessPool = WKProcessPool() ~ 'WKProcessPool' was deprecated in iOS
self.initWebView()

self.goTolLogin()
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override fun onFilterTouchEventForSecurity(ev: MotionEvent): Boolean 4
if (Build.VERSION.SDK_INT >= Build.VERSION_CODES.R) {

val checkIsObscured = ev.flags
val checkIsPartiallyObscured = ev.flags

f (checkIsObscured || checkIsPartiallyObscured) A
Log.d( ObscureCheck", Obscured: $checkIsObscured, Partially: $checkIsPartiallyObscured")

AlertDialog.Builder(context)
setTitle("E2ES")
.setMessage ("RAHIEEMERRIES - AT L2CYELIEE - ")
.setPositiveButton( eE") { dialog, _ -» dialog.dismiss() }

.show()

1 super.onFilterTouchEventForSecurity(
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Switcher,/ & FFNESEISRER ©
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1. App &S =R E R mhEiES

2. ClgI = BBERIRNES

3. Android AJ#AEC FLAG_SECURE,/ &RATEFFEIEIEE ; i0S AJ{E
sceneWillResignActive /I Privacy View ©

RS | DA SRR ~ App Switcher HE 22 - BRI=/RIZIES o

KiF : v4.04.1.23 ; EFREMH . SREEHEERE



O3 T8N E R

SB7 Mobile Application Security Alliance

X5 10 | RENE R R GUREEHER R IR BN

class SceneDelegate: UIResponder, UIWindowSceneDelegate {
¥

func sceneWlillResignActive(_ scene: UIScene) {
// Called when the scene will move from an active state to an 1nactive state.
/f This may occur due to temporary interruptions (ex. an incoming phone call).
AppDelegate.shared().showBlackWindow()

H
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